Various attacks on robust audio watermarking have been proposed. Excessive intentional modifications and/or perceptual coding to the distributed stego audio degrades sound quality and can prevent the extraction of hidden data so that piracy detection systems using automated watermarking and crawling are disrupted. Reversible signal processing attacks, such as linear speed changes, also degrade the sound quality of distributed stego audio. However, the inverse processing of the reversible processing attack can recover the original sound quality of the audio received after illegal distribution. Therefore, the degradation of sound quality induced by perceptual codecs and reversible processing attacks followed by inverse processing should be considered to determine whether the intensity of these attacks is realistic. In this study, objective audio quality measurement was applied to audio signals, including typical perceptual coding, MP3, tandem MP3, and MPEG4AAC, and reversible signal processing techniques, including linear speed change, noise addition, frequency scale modification, time scale modification, bandpass filtering and echo addition. The results provide requirements that watermarking should be robust against and a list of attacks that are feasible against high-quality audio watermarking.
INTRODUCTION
Robust audio watermarking generally requires three main traits: robustness against modifications inherent to the medium and/or intentional attacks, perceptual transparency, and a sufficient amount of payload data. Unfortunately, these features conflict in terms of their performance. For example, increased robustness results in either worse perceptual transparency or a reduction in payload data, and vice versa. To develop and evaluate technologies for robust audio watermarking, the extent of the modifications and/or attacks on watermarked audio data (stego audio) that must be tolerated should be considered.
Various attacks on robust audio watermarking have been proposed [1, 2] . These attacks on the audio signal also degrade the sound quality of commercial music, potentially to the extent that the audio becomes unacceptably degraded. Therefore, the degradation of sound quality induced by various attacks should be considered to determine whether the intensity of the attack is realistic. The various types of attacks are classified in terms of the source of the modification and the reversibility of the impact on sound quality. Table  1 shows these classifications.
Excessive intentional modifications and/or perceptual coding to the distributed stego audio degrades sound quality and can prevent the extraction of hidden data so that piracy detection systems using automated watermarking and crawling are disrupted. Reversible signal processing attacks, such as linear speed changes, also degrade the sound quality of distributed stego audio. However, the inverse processing of the reversible processing attack can recover the original sound quality of the audio received after illegal distribution. Therefore, the degradation of sound quality induced by reversible processing attacks should be measured after inverse processing.
In 2012, the IHC (Information Hiding and its Criteria for evaluation) committee group formed by IEICE (The Institute of Electronic, Information and Communication Engineers) began formulating common evaluation criteria for robust watermarking. These include the watermarking of audio, images, and video. In this paper, the requirements for robustness testing against methods of attack on high quality, robust audio watermarking technology are discussed in terms of the objective audio quality of the attacked audio signals. This paper reflects the discussions held by the IHC committee. Objective audio quality measurement was applied to audio signals processed by perceptual coding, MP3 (MPEG-1 audio layer-3), tandem MP3, MPEG4-AAC, and reversible signal processing techniques such as a linear speed changes, noise addition, frequency scale modification, time scale modification, bandpass filtering and echo addition. 
EVALUATION OF WATERMARKING TECHNOLOGY
To evaluate robustness against attacks and compare various technologies for audio watermarking, tools for evaluating robustness should be popular and unified. In addition, the host signals should include various acoustic features because robustness and perceptual transparency usually depend on the acoustic features of the host signals.
Previously, an attempt to create evaluation tools for attacking audio watermarking, Audio Stirmark [2, 3] , was proposed. However, a software suite of evaluation tools can be used to maliciously attack an actual watermarking system. To address the problem of selecting the appropriate tools for attack, popular software that was freely distributed under the GPL (GNU general public license); LGPL; or for personal, non-commercial and/or technology-evaluation purposes such as audio signal processing and coding were introduced to mimic attacks on watermarking systems. Because such popular tools are easy to use for both pirates and researchers, they are suitable for the evaluation of audio watermarking technologies. Therefore, the degradation of sound quality induced by these tools should be considered to determine whether the processing limitations imposed by the tools is realistic.
Measuring perceptual transparency and its degradation is difficult. ITU-R BS.1116-1 defines methods for the subjective assessment of small impairments in audio systems. These methods are suitable to measure quality degradation induced by watermarking. However, they require a large amount of human resources and time. Therefore, sound quality degradation induced by watermarking, signal processing or perceptual coding is more practical to measure objectively using software tools.
The following sections discuss the essential materials and tools for evaluating audio watermarking, the host signals used, the tools that simulate attacks, and the objective evaluation methods employed.
Host signals
The target host signals consisted of 8 tracks from SQAM [4] (No. 27, 32, 35, 40, 65, 66, 69, and 70), each of which was played for 60 seconds. These host signals are also used in the JEITA (Japan Electronics and Information Technology Industries Association) technical report 'The designation of audio quality for memory audio' [5] . They include audio materials suitable for the evaluation of perceptual audio codecs and have been distributed freely online.
In addition, the initial 60-seconds of 12 musical samples (No. 1, 7, 13, 28, 37, 49, 54, 67, 64, 85, 91, and 100) from various music genres from the music genre database (RWC-MDB-G-2001) [6] were selected. These samples were intended to provide the acoustic characteristics of contemporary music pieces. RWC-MDB-G-2001 is distributed at a cost of 9,000 JPY plus shipping charges.
There were 20 target signals that consisted of 60-second music pieces in CD-format. Most of the previous studies on audio watermarking have used less than 10 music materials for the evaluation of robustness and objective or subjective sound quality. However, it is clear that the acoustic characteristics of various music pieces are heterogeneous and that these characteristics affect the robustness and the perceived detectability of audio watermarking. The 20 music pieces selected here include various types of music and are publicly available.
Presumed attacks and tools
There are a number of potential attack scenarios on audio watermarking. Most frequently, however, content holders suffer from the illegal distribution of music and video contents via the Internet. To automatically detect illegal distribution from audio tracks, audio watermarking technology can be employed. Therefore, the stego audio signals should be robust in terms of using DA/AD conversion to remove DRM (digital rights management) via analog copying, as well as digital signal processing attacks and perceptual coding.
As shown in Table 1 , a number of attacks on stego audio have been proposed and implemented. SDMI (Secure Digital Music Initiative) phase II screening technology requires watermarking that is robust against the attacks listed in table 1.
The following sub-sections describe possible attacks on audio watermarking and how they are implemented by software tools.
Perceptual codecs MP3 is the most popular perceptual codec. A number of encoders and decoders are implemented by software and/or hardware. The perceptual quality of MP3 audio is known to depend on the algorithm employed by the encoder because MP3 defines its format in terms of the bitstream parsed by the decoder. We selected one of the most popular software MP3 implementations, LAME version 3.99. LAME is an encoder and decoder licensed under the GPL that is available for use on nearly all modern operating systems. The sound quality degradation of MP3 samples was tested at the three popular bit-rates: 192, 128, and 96 kbps.
One of the most effective ways to nullify DRM from coded audio is by using decoding for PCM (pulse code modulation) audio followed by encoding. The resultant encoded file without DRM can be illegally distributed via the Internet. Although MP3 has no inherent DRM implementation, tandem MP3, that is, decoding and then reencoding, is conceptually identical to the process used to remove DRM. Therefore, we decided to include tandem coding in our suite of tests. The sound quality degradation of tandem MP3 was consecutively tested at 192, 128, and 96 kbps.
MPEG4 AAC (Advanced Audio Coding) is an advanced audio codec that is used in portable audio players and mobile broadcasting. The high-efficiency profile (HEAAC) includes SBR (spectral band replication), a feature that synthesizes the high-frequency band signal by spectral replication of the low-frequency band signal. It is considered to be perceptually comparable to approximately double bit-rate of MP3.
NeroAAC is an MPEG4 AAC encoder and decoder freely distributed under personal non-commercial and/or technology-evaluation purposes. Sound quality degradation of MPEG4 HEAAC was tested at three popular bit-rates: 128, 96, and 64 kbps.
Additive Gaussian noise
Additive Gaussian noise is a very popular attack on audio and image watermarking. One inverse processing method for this attack is the spectral subtraction method [7] . Objective quality is measured after recovering the original signal. The overall SNRs (signal to noise ratios) tested were 26, 31, 36, 41, 46, and 51 dB.
Time and frequency scale modifications
Time scale modification shrinks or expands the temporal envelope of the waveform while preserving the frequency of the carrier signal. It is also referred as tempo change. Frequency scale modification shifts frequency components proportionally upward or downward while preserving the duration of the signal and is also referred as pitch change. A number of audio editing programs can perform time scale and frequency scale modifications. However, most of these programs are proprietary software and the quality of their effects varies widely. One open and high-quality algorithm for time scale modification is PICOLA (Pointer Interval Controlled Overlap Add) 1 , which is included in MPEG4 tools.
Frequency scale modification resembles time scale modification; the former can be achieved by the processing of the latter followed by the sampling rate conversion.
Linear speed change A linear speed change involves reproducing digital audio at higher or lower sampling frequencies. Reproducing at higher sampling frequency results in higher pitch and faster tempo. This type of modification can be implemented as a sampling frequency conversion following by interpolation to the original number of samples. For example, a speed up of + x % requires adjusting the sampling frequency by . If x is positive, the audio playback rate increases and the highest frequency region is lost due to the decrease in the Nyquist limit. If x is negative, the playback rate is decreased and no frequency components are lost.
A linear speed change alters the embedded position of the payload across both time and frequency, which is potentially very effective as an attack on audio watermarking. ResampAudio, which is included in the AFsp package [8] , was selected as a tool for sampling frequency conversion. The quality degradation associated with a linear speed change was measured at -10, -5, +5, and +10 % of the original sampling frequency.
Bandpass filtering
Bandpass filtering can be used to simulate the frequency bandwidths available through radio broadcasting channels. Signal recovery processing is performed using inverse filtering. The bandpass characteristic was given by SDMI phase II screening: 100 Hz to 6 kHz, -12 dB/octave.
Other attacks SDMI phase II screening lists robustness against echo addition. Parameters used to set the echo are delay time, feedback gain, and number of feedbacks. Unfortunately, an enormous number of combinations of these three parameters are possible and will influence the robustness of watermarking. In this paper, a single 100-ms and 0.5 gain echo was examined. Recovery processing involves inverse filtering of the echo. An m-th order inverse filter with a delay of n-samples and a gain of a suitable for echo cancellation is expressed as
Median filtering is a simple nonlinear filtering process that outputs the median amplitude of adjacent samples and is often used for noise reduction in image processing. It is an irreversible signal processing step; that is, the degradation of sound quality due to median filtering cannot be reversed. The sound quality degradation caused by three-sample and five-sample median filtering was measured.
Objective evaluation of audio quality
The degradation of sound quality induced by various attacks should be considered to determine whether the intensity of the presumed attacks is realistic. ITU-R Recommendation BS.1387 (referred to hereafter as PEAQ) is a method for the objective measurement of perceived audio quality. PEAQ uses a number of psycho-acoustic measures that are combined to provide a measure of the quality difference between two instances of a signal (a reference and a test signal). The PEAQ algorithm outputs the ODG (objective difference grade), which corresponds to the subjective difference grade obtained from the assessment procedure of the subjective quality degradation defined in ITU-R BS.1116-1. An ODG of -1 corresponds to the subjective evaluation of 'perceptible but not annoying', -2 corresponds to 'slightly annoying', -3 corresponds to 'annoying', and -4 corresponds to 'very annoying'.
The implementation of the basic version of PEAQ by Kabal [9, 10] , PQevalAudio v2r0, is used to assess the objective quality degradation of the modified audio listed in the previous section. Strictly speaking, PQevalAudio does not conform to BS.1387, however, the ODG reasonably vary corresponding to quality degradation. PQevalAudio is distributed freely.
SEAQ (System for the Evaluation of Audio Quality) is a proprietary PEAQ software implementation provided by CRC. It does not conform BS.1387 because the calculated DI values exceed a tolerance range of ± 0.02 for two items. SEAQ was also used for quality measurement of modified audio.
Because PEAQ was designed to evaluate perceptual audio codecs, it is not clear to what extent PEAQ is effective for evaluating signal processing and watermarking. However, there is no other suitable objective evaluation tool for general signal processing. The PEAQ program is, therefore, one of the most reasonable solutions for the current purpose of investigating objective sound quality degradation.
Results of objective quality measurement
The purpose of the objective sound quality measurements is to detect excessively degrading signal processing and coding conditions during attacks on audio watermarking. The limits of the allowable intensity of each attack is set using the following criteria: the maximum ODG cannot be below annoying (-3.0), the mean ODG must be not be below slightly annoying (-2.0), and the minimum ODG must be above perceptible but not annoying (-1.0).
Objective sound quality degradation was measured by using PQevalAudio and SEAQ for each of the attacks shown in the previous section. Both software programs require an original signal and a degraded signal at a sampling frequency of 48 kHz. ResampAudio was used to convert the 44.1 kHz sampling frequency of the target signals to 48 kHz. Figure 1 shows mean ODGs obtained from the perceptual coding conditions. Error bars denote minimum and maximum ODGs for 20 audio signals. As expected, lower bitrate coding results in lower sound quality. Figure 2 shows the mean ODGs for additive Gaussian noise followed by spectral subtraction processing. Again, lower SNR results in lower sound quality. Figure 3 shows the mean ODG for frequency scale modification followed by recovery processing. Figure 4 shows the mean ODG for time scale modification followed by recovery processing. Both scale conversions exhibit lower levels of quality degradation for higher shifting and faster temporal changes.
The ODGs obtained from linear speed changes and bandpass filtering are quite small; the minimum ODG is smaller than -0.5. Likewise, echo addition can be almost completely recovered to the original form by inverse filtering with an order m = 10. These modifications and their reversible processing in a series may be perceived as being transparent.
However, the ODGs obtained from median filtering are relatively large. Two of 20 host signals and nine of 20 host signals exhibited ODGs less than -3.0 in the 3-sample and the 5-sample median filtering conditions, respectively. Therefore, median filtering is not realistic for an attack on a high-quality audio watermarking. SEAQ is a more reliable measure of degradation and exhibits slightly lower ODGs than those obtained from PQevalAudio, especially for more degraded conditions. The RMS (root mean square) ODG errors between PQevalAudio and SEAQ are less than 0.38 for the perceptual codecs. The usage of PQevalAudio or SEAQ as a substitute for subjective measurements is contentious because the PEAQ algorithm is used for measuring the objective quality degradation of more than just perceptual audio codecs. Unfortunately, at present no superior tools have been distributed freely for objectively evaluating the perceptual quality of digital audio. Therefore, PQevalAudio was chosen as the best available tool for evaluation. 
DISCUSSION
Attacks for evaluating robust audio watermarking Table 2 shows attacks that are suitable for evaluating robust and high-quality audio watermarking. The quality degradation induced by all of these attacks is not so serious that individuals cannot use these attacks to illegally distribute commercial contents at moderate or better quality.
In some contemporary music, including rock and pop, it may be difficult to perceive quality degradation from the attacks listed in Table 2 . Therefore, the allowable intensity of attacks should be determined for each target signal; however, the results of such analysis may be so complicated as to be impractical. In addition, the effect and sound quality degradation of consecutive attacks should be considered in the future.
Other attacks to be considered
The attacks tested in this paper are relatively easy to execute. A number of effective attacks on robust watermarking technology have been proposed [1] . Jitter attack, which slightly fluctuates time and/or frequency scale, effectively corrupts synchronization of the embedded signal frame and is very difficult to perceive. However, tools for evaluating jitter attacks are not widely available, so creating such tool can aid in future attacks on watermarked audio.
Another effective attack is a collusion attack in which two or more stego signals that include individual payloads are mixed together. Mixing multiple watermarks generally weakens the individual watermarks. If each stego signal to be mixed is fluctuated in time or frequency, the sound quality of the mixed signal is degraded such that the audio quality becomes unacceptably degraded. Therefore, a watermarking technology that provides embedding payloads with intentional jitter in terms of the time or frequency, as well as jitter-free extraction, is sufficiently robust for both collusion attacks and jitter attacks.
SUMMARY
To prove the validity and security of an audio watermarking system, further analysis of the perceptual coding and reversible signal processing on stego audio is required. Degradation of sound quality induced by various attacks should be considered to determine whether the intensity of the attacks is realistic. Objective audio quality measurement was applied to audio signals, including typical perceptual coding, MP3, tandem MP3, and MPEG4AAC, and reversible signal processing techniques, including linear speed change, noise addition, frequency scale modification, time scale modification, bandpass filtering and echo addition. The results provide requirements that watermarking should be robust against and a list of attacks that are feasible against high-quality audio watermarking.
